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IMPACT OF K-ANONYMITY ON MACHINE LEARNING MODEL
PERFORMANCE: AN EMPIRICAL STUDY

The rapid growth of digital data and the widespread use of machine learning techniques have increased concerns regarding the
protection of personal information. Data anonymization is widely used to mitigate privacy risks by transforming datasets before
analysis. However, such transformations may reduce data utility and negatively affect the performance of machine learning models.
This study investigates the impact of k-anonymity-based data anonymization on classification performance using the Adult Income
dataset. In the dataset, personal data were marked as quasi-identifiers. Quasi-identifying attributes are generalized and suppressed to
achieve different levels of anonymity (k = 5, 10, 20), and machine learning models are trained on both original and anonymized data-
sets. After training, models are evaluated using a subset of the original dataset. Performance of each k-anonymity level in the experi-
ment is based on accuracy, recall, precision, and F1-score. The experimental results demonstrate that increasing the level of anonymi-
zation leads to a gradual decrease in predictive performance. Accuracy is only moderately affected: it decreases from 0.828-0.84 on
the original dataset to 0.798-0.81 on strongly anonymized data. A more significant reduction is observed in recall and F1-score: from
0.586-0.626 on the original dataset to 0.435-0.555 on strongly anonymized data. Those changes indicate a loss in the ability of mo-
dels to correctly identify positive instances, which harm performance and reliability of the model. At the same time, moderate
anonymization levels, in the range k£ = 5-10, provide a reasonable balance between privacy protection and analytical utility. The fin-
dings confirm the existence of a trade-off between privacy preservation and model performance and highlight the importance of se-
lecting appropriate anonymization parameters in machine learning workflows. Additionally, some machine learning models, like
Gradient Boosting, have shown better performance on anonymized data than others, which may help to select an appropriate algo-
rithm for a specific level of anonymized data.

Keywords: data anonymization; performance of machine learning models; data privacy; data usefulness; adult income dataset.

tinguishable from at least £ — 1 other records with respect to
quasi-identifiers. This is typically achieved through genera-
lization and suppression of attribute values [3]. Despite its
effectiveness in reducing re-identification risk, k-anonymity
introduces information loss, which may negatively affect
the performance of machine learning models.

Previous research has demonstrated that anonymization
techniques can significantly influence the accuracy and reli-
ability of data analysis and predictive modeling [5]. In par-
ticular, transformations applied to quasi-identifiers may dis-
tort underlying data distributions and reduce the ability of
machine learning algorithms to capture meaningful pat-
terns. As a result, an important research problem is to eva-
luate how anonymization affects model performance and to
determine an appropriate balance between privacy protecti-
on and data utility.

The Adult Income dataset is widely used as a bench-
mark for classification tasks and contains multiple attributes
that may act as quasi-identifiers. This makes it suitable for
evaluating anonymization techniques in a machine learning
context. In this study, k-anonymity-based anonymization is
applied to the dataset, and its impact on classification per-

Introduction / Bctyn

The rapid growth of digital data and the increasing
adoption of machine learning techniques have significantly
expanded the use of data-driven decision-making across va-
rious domains, including finance, healthcare, and public ser-
vices. These applications often rely on large datasets conta-
ining demographic, socio-economic, and behavioral infor-
mation. However, such datasets frequently include personal
data, which raises serious concerns regarding privacy and
the risk of unauthorized disclosure or re-identification of in-
dividuals.

Even when explicit identifiers such as names or identifi-
cation numbers are removed, individuals may still be identi-
fied through combinations of indirect attributes, known as
quasi-identifiers [5]. This challenge has led to the develop-
ment of various privacy-preserving data publishing techni-
ques aimed at reducing the risk of re-identification while
maintaining the analytical value of the data.

Among these techniques, k-anonymity has become one
of the most widely adopted approaches due to its conceptu-
al simplicity and practical applicability [4]. The k-ano-
nymity model ensures that each record in a dataset is indis-

© Copyright 2026 by the author(s)

Baxyna AHapiit MupocnaBoBuy, acnipaHT, Kapeapa Komn'toTepPU30BaHMX CUCTEM aBTOMATUKM.
Email: andrii.m.vakhula@lpnu.ua; https://orcid.org/0009-0000-6831-5269

IBaHIOK Oner OneKcilnoBUY, KaHA,. TEXH. HayK, AOLEHT, Kadeapa KOMN'IOTePM30BaHMX CUCTEM aBTOMATUKM.
Email: oleh.o.ivaniuk@Ipnu.ua; https://orcid.org/0000-0003-1908-1907

LiutyBaHHsa 3a CTY: Baxyna A. M., IBaHtok O. O. BnamB k-aHOHIMHOCTI Ha NPOAYKTUBHICTb MOAENe MALUMHHOTO HaBYAHHA: eMnipuyHe
[ocniaKeHHA. HaykoBuit BicHUk HAITY Ykpaitu. 2026, 1. 36, Ne 3. C. 98-103.

Citation APA: Vakhula, A. M., & lvaniuk, O. 0. (2026). Impact of k-anonymity on machine learning model performance: an empirical
study. Scientific Bulletin of UNFU, 36(3), 98-103. https://doi.org/10.36930/40360310

98 HaykoBuit BicHMK HNTY YKpainn, 2026, 1. 36, N2 3 Scientific Bulletin of UNFU, 2026, vol. 36, no 3




formance is systematically analyzed.

Object of research — applying k-anonymity-based data
anonymization to structured tabular datasets used in machi-
ne learning classification tasks.

Subject of research — methods and means of installation
a relationship between the level of k-anonymity and the pre-
dictive performance of machine learning models, including
classification accuracy, precision, recall, and F1-score.

The purpose of the research — evaluate the impact of da-
ta anonymization based on the k-anonymity model on the
performance of machine learning models, the results of
which will provide a deeper understanding of how privacy-
preserving transformations influence predictive accuracy of
the model.

To achieve this purpose, the following main research
objectives are identified:

e apply k-anonymity-based transformations to the Adult Inco-
me dataset using multiple values of the parameter k € {5, 10,
20}, which will make it possible to evaluate the impact of
different anonymization levels on classification results;

e train and evaluate Logistic Regression, Decision Tree, and
Gradient Boosting classifiers on both the original and
anonymized datasets, which allow to compare models' per-
formance on original and anonymized data;

o quantify the effect of increasing anonymization levels on
standard classification metrics: accuracy, precision, recall,
and Fl-score, which give opportunity to determine changes
in classification quality as the anonymization level increases;

e compare the sensitivity of different machine learning model
types to information loss introduced by anonymization,
which allows to identify anonymization configurations that
provide an acceptable practical balance between privacy pro-
tection and data utility.

Analysis of recent research and publications. The
problem of privacy preservation in data publishing has been
extensively studied in the context of preventing re-identifi-
cation attacks [14] on released datasets. A key challenge
arises from the presence of quasi-identifiers, which, when
combined, can uniquely identify individuals even in the ab-
sence of explicit identifiers. This vulnerability was syste-
matically demonstrated in early work on re-identification
attacks, where anonymized datasets were successfully linked
with external data sources to reveal personal information.

To address this issue, the k-anonymity model was pro-
posed as a practical approach to ensuring privacy in tabular
data [4]. Instead of focusing solely on the conceptual defi-
nition, k-anonymity can be analyzed from the perspective of
its implementation and its effect on data transformation. In
practical scenarios, achieving k-anonymity involves const-
ructing equivalence classes by partitioning the dataset ac-
cording to quasi-identifiers, followed by applying transfor-
mation strategies that ensure each group contains at least &
records [3].

Different algorithmic approaches have been proposed to
achieve this objective while minimizing information loss.
For instance, multidimensional partitioning methods, such
as the Mondrian algorithm, recursively split the dataset into
regions based on attribute ranges, balancing privacy
constraints and data utility [15]. Clustering-based approac-
hes, on the other hand, group similar records together befo-
re applying generalization, which can reduce distortion
compared to global recoding techniques. The choice of
anonymization strategy directly affects both the structure of
the transformed dataset and the degree of information loss
introduced.

An important aspect of k-anonymity is the trade-off bet-
ween privacy guarantees and data granularity [7]. As the
value of k increases, equivalence classes become larger,
which typically requires broader generalization or more
aggressive suppression of attribute values. This results in
reduced variability of the data and may significantly alter
statistical properties, including distributions and correlati-
ons between features. To quantify the impact of anonymiza-
tion, several metrics have been proposed, including infor-
mation loss measures, discernibility metrics, and classifica-
tion error-based evaluations. These metrics highlight that
the effectiveness of k-anonymity should not be assessed so-
lely in terms of privacy guarantees but also in terms of its
influence on downstream analytical tasks. Therefore, while
k-anonymity provides a practical and widely adopted fra-
mework for privacy preservation, its real-world applicabi-
lity depends on carefully selecting anonymization parame-
ters and transformation strategies that balance privacy pro-
tection with data utility.

In parallel, the concept of differential privacy has emer-
ged as a formal privacy model that provides strong theoreti-
cal guarantees by introducing controlled randomness into
data or query outputs [20]. Although differential privacy of-
fers mathematically rigorous protection, its application in
machine learning workflows may lead to reduced model
performance due to the injected noise, particularly when
applied directly to training data.

An important aspect of privacy-preserving data publis-
hing is the impact [11] of anonymization on data utility. In
many applications, anonymized datasets are used for
downstream analytical tasks, including classification and
prediction. Several studies have shown that anonymization
techniques, including k-anonymity, introduce information
loss that may degrade the performance of machine learning
models. The extent of this degradation depends on factors
such as the number and type of quasi-identifiers, the
anonymization strategy, and the chosen privacy parameters.

From a practical perspective, this leads to a fundamental
trade-off between privacy protection and analytical utility.
Increasing the level of anonymization reduces the risk of re-
identification but simultaneously limits the amount of infor-
mation available for learning patterns in the data. While
previous research has acknowledged this trade-off, there re-
mains a need for empirical evaluation of how specific
anonymization configurations affect model performance in
real-world datasets. The present study addresses this prob-
lem by focusing on the impact of k-anonymity-based
anonymization on machine learning classification tasks
using the Adult Income dataset. Unlike purely theoretical
analyses, this work provides an experimental evaluation of
multiple anonymization levels and their influence on pre-
dictive performance. The goal is to quantify the relationship
between privacy constraints and model accuracy, as well as
to identify configurations that provide a balanced trade-off
between privacy preservation and data utility.

Materials and methods of research. The experimental
study is conducted using the Adult Income. The dataset
contains demographic and socio-economic information and
is commonly used for binary classification tasks, where the
objective is to predict whether an individual's income exce-
eds a predefined threshold (50k $). The study considers
multiple levels of anonymization and evaluates their effect
using several classification algorithms, including Logistic
Regression, Decision Tree, and Gradient Boosting.
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Research results and their discussion / Pe3ysibTa-
TU AOCAiAKEeHHs Ta iX 06roBOpeHHs

The scope of this research is centered on the empirical
evaluation of data anonymization techniques in the context
of machine learning applications. The study focuses specifi-
cally on k-anonymity as a practical and widely used method
for privacy preservation in structured tabular data. The
analysis is conducted using the Adult Income dataset,
which contains multiple demographic and socio-economic
attributes that may function as quasi-identifiers and therefo-
re present a potential risk of re-identification. Within this
context, the research examines how the application of k-
anonymity-based transformations affects the quality of data
used for predictive modeling. Particular attention is given to
the relationship between the level of anonymization and the
resulting performance of machine learning models. The
study considers multiple anonymization configurations in
order to capture variations in privacy strength and the cor-
responding impact on analytical outcomes.

The primary objective of this work is to evaluate the
influence of k-anonymity on classification performance and
to analyze the trade-off between privacy preservation and
data utility. This objective is addressed through a systema-
tic experimental framework in which the dataset is transfor-
med using different levels of anonymization and subsequ-
ently used to train and evaluate several machine learning
models. The comparison between original and anonymized
datasets enables the assessment of how information loss
introduced by anonymization affects predictive accuracy
and related evaluation metrics. The expected outcome of
the study is a set of insights that support the selection of
appropriate anonymization levels for machine learning
workflows, ensuring an effective balance between protec-
ting sensitive information and maintaining sufficient data
utility for predictive tasks.

The Adult income dataset includes 32,561 records and
consists of both numerical and categorical attributes, such
as age, education, marital status, occupation, race, sex, and
hours worked per week. These attributes provide a rich rep-
resentation of individuals but also introduce potential pri-
vacy risks, as combinations of such attributes may enable
re-identification. The target variable is a binary indicator of
income level, which is used as the class label in the classifi-
cation task.

To support the anonymization process, the dataset attri-
butes are categorized based on their role in privacy preser-
vation. Attributes such as age, work class, education, mari-
tal status, race, occupation and relationship are treated as
quasi-identifiers, as they can be combined to uniquely iden-
tify individuals when external information is available. The
income attribute is considered sensitive, as it represents
confidential information that should not be disclosed thro-
ugh inference. This classification follows common practices
in privacy-preserving data analysis, where distinguishing
between quasi-identifiers and sensitive attributes is essenti-
al for effective anonymization [9].

Before applying anonymization and machine learning
techniques, the dataset undergoes a preprocessing stage to
ensure consistency and suitability for analysis. Missing or
incomplete records are handled to reduce noise and prevent
bias in model training. Categorical attributes are transfor-
med into numerical representations to enable their use in
machine learning algorithms, while numerical features are
adjusted where necessary to maintain compatibility across
models [8&, 9].

These preprocessing steps ensure that both the original
and anonymized datasets are comparable and suitable for
subsequent experimental evaluation.

The anonymization process is based on the k-anonymity
model and is applied to the quasi-identifiers identified in
the dataset. The transformation is performed by construc-
ting equivalence classes through the generalization of attri-
bute values and, where necessary, the suppression of speci-
fic entries. Generalization reduces the specificity of attribu-
te values, for example by replacing exact numerical values
with intervals or grouping categorical values into broader
categories. To evaluate the effect of different privacy le-
vels, multiple anonymized datasets are generated using var-
ying values of the parameter k£ € {5, 10, 20}. Increasing the
value of k leads to stronger privacy guarantees, as each re-
cord becomes indistinguishable from a larger number of ot-
her records. However, this also increases the degree of in-
formation loss, which may influence the performance of
machine learning models [9].

To assess the impact of anonymization on predictive
performance, three machine learning models are selected,
representing different classes of learning algorithms. Logis-
tic Regression is used as a linear baseline model that captu-
res global relationships between features and the target va-
riable. Decision Tree represents a rule-based model that re-
lies on hierarchical partitioning of the feature space [10].
Gradient Boosting is employed as an ensemble method that
combines multiple weak learners to achieve improved pre-
dictive accuracy [6]. The selection of these models allows
for the evaluation of how different types of learning algo-
rithms respond to the transformations introduced by
anonymization.

Model performance is evaluated using standard classifi-
cation metrics that capture different aspects of predictive
quality. In the formulas below next abbreviations are used:
TP — true positive, TN — true negative, FP — false positive,
FN — false negative [13]:

TP+TN

Accuracy = ; (1)
TP+TN + FP+ FN

Precision = _Ir ; (2)

TP + FP
Recall = _Ir ; 3)

TP+ FN

Fl= Precision - Recall @)

Precision + Recall

Accuracy measures the overall proportion of correctly
classified instances, while precision reflects the correctness
of positive predictions. Recall evaluates the ability of the
model to identify positive instances, and the F1-score provi-
des a balanced measure that combines precision and recall
[10]. These metrics are shown in formulas (1)-(4). They
enable a comprehensive assessment of model behavior un-
der different anonymization levels and support the analysis
of trade-offs between privacy and utility.

The experimental procedure follows a structured pipeli-
ne in which the dataset is first preprocessed and then
transformed using k-anonymity with different parameter va-
lues. Each version of the dataset is subsequently used to tra-
in the selected machine learning models, and their perfor-
mance is evaluated using the described metrics. The results
are then compared across different levels of anonymization
to assess the impact of privacy-preserving transformations
on predictive performance.
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The performance of machine learning models was eva-
luated on both the original dataset and its anonymized ver-
sions generated using different values of the parameter .
The results are presented in terms of accuracy, precision,
recall, and F1-score for three classification models: Logistic
Regression, Decision Tree, and Gradient Boosting. The re-
sults obtained on the original dataset serve as a baseline for
evaluating the impact of anonymization. Among the evalu-
ated models, Gradient Boosting achieved the highest per-
formance, with an accuracy of 0.8399 and an Fl-score of
0.626. Logistic Regression and Decision Tree demonstrated
comparable accuracy values (approximately 0.83), but
slightly lower recall and Fl-score. These results indicate
that ensemble methods provide improved predictive perfor-
mance on the given dataset and establish a reference point
for further comparison. The results of the experiment and
machine learning metrics are listed in Table.

Table. ML models' performance with anonymized datasets / ITpo-
JIYKTHBHICTh MOJIeJIeH MAallIMHHOTO HAaBYaHHS Ha aHOHIMI30BaHHX
Ha0Opax JaHKX

k model accuracy | precision | recall | F1

0 | Logistic Regression 0.832 0.696 0.539 |0.607
0 Decision Tree 0.828 0.695 0.506 |0.586
0 | Gradient Boosting 0.840 0.715 0.557 10.626
5 | Logistic Regression 0.826 0.677 0.529 |0.594
5 Decision Tree 0.821 0.714 0.428 |0.535
5 | Gradient Boosting 0.821 0.717 0.421 |0.531
10| Logistic Regression 0.812 0.639 0.506 | 0.565
10 Decision Tree 0.801 0.691 0.317 ]0.435
10| Gradient Boosting 0.809 0.676 0.402 | 0.504
20| Logistic Regression 0.814 0.654 0.482 | 0.555
20 Decision Tree 0.798 0.665 0.323 ]0.435
20| Gradient Boosting 0.808 0.713 0.339 |0.459

The application of k-anonymity resulted in a gradual
decrease in model performance as the value of £ increased.
For k =5, the reduction in accuracy is relatively small. For exa-
mple, Logistic Regression achieved an accuracy of 0.8257,
while Gradient Boosting achieved 0.8207, indicating only a
minor degradation compared to the original dataset.

However, for higher values of &, the decrease in perfor-
mance becomes more pronounced. At k£ = 10, the accuracy
drops to 0.8122 for Logistic Regression and 0.8096 for Gra-
dient Boosting. Similar results are observed for & = 20,
where accuracy values remain slightly above 0.8 but are
consistently lower than those obtained on the original data-
set. These results (Figure 1) demonstrate that increasing the
level of anonymization leads to a gradual loss of predictive
accuracy due to information loss introduced by generalizati-
on and suppression.

0.65

Fl-score depending onk (@ T ogistic Regression
0.6 Decision Tree
: B Gradient Boosting

0.4

0 5 10 20
Fig. 1. Accuracy of ML models with anonymized datasets / Tou-
HICTh MOJIE/Ieil MAIIMHHOTO HABYAHHSI HA aHOHIMi30BaHUX Ha-
0opax 1aHuX

A more significant effect of anonymization is observed
in recall values. For instance, the recall of the Decision

Tree model decreases from 0.5064 in the original dataset to
0.3169 for k£ = 10 and remains at a similar level for k& = 20.
Gradient Boosting also exhibits a noticeable reduction in
recall, decreasing from 0.5568 in the original dataset to
0.3386 at k=20

This indicates that anonymization significantly affects
the model's ability to correctly identify positive instances.
As recall decreases, the model becomes less effective in de-
tecting cases belonging to the target class.

The Fl-score follows a similar trend, decreasing with
higher values of &, which reflects the combined effect of re-
duced precision and recall. Results are shown in Figure 2.

0.85

Accuracy depending on k

0.84

B Logistic Regression
0.83 Decision Tree

B Gradient Boosting
0.82
0.81

0.8

0.79

0 5 10 20
Fig. 2. F1-score dependency from anonymization parameter / 3a-
nexuicts F1-mipu Bif mapamerpa aHoHimi3armi

The experimental results reveal that different models
exhibit varying sensitivity to anonymization. Decision Tree
demonstrates the highest sensitivity, with a substantial dec-
rease in recall and F1-score across all anonymization levels.
This suggests that tree-based models are particularly affec-
ted by the loss of detailed attribute values caused by gene-
ralization. Logistic Regression shows relatively stable per-
formance across different values of £, indicating greater ro-
bustness to anonymization. Gradient Boosting achieves the
best overall performance and demonstrates higher resilience
compared to the other models, although it is still affected by
increased anonymization levels.

The results clearly demonstrate the existence of a trade-
off between privacy preservation and data utility. Incre-
asing the value of & enhances privacy by reducing the risk
of re-identification but leads to a decrease in model perfor-
mance. It is important to note that the degradation in accu-
racy is moderate, while recall is significantly more affected.

The experimental findings indicate that moderate values
of k, such as k = 5, provide a reasonable balance between
privacy protection and predictive performance. In contrast,
higher values of & introduce substantial information loss,
which negatively affects model effectiveness.

Discussion of research results. In the work of Abbasi,
Mori, and Saracino [1], the trade-off between privacy and
utility in the analysis of tabular data using machine learning
is examined. The authors emphasize that increasing the le-
vel of protection almost inevitably affects the analytical
properties of the data and the quality of models. The results
of the study conducted within the present paper further spe-
cify this conclusion for k-anonymity, as the demonstrate
that the decrease in accuracy remains relatively moderate,
while recall and F1-score decline much more noticeably.

In the study by Yuan, Yu, Yang, and Chen [19], the
Unitanony framework is proposed for more fine-grained
anonymization aimed at reducing information loss. The aut-
hors show that improving the utility of anonymized data
constitutes a separate scientific problem, and the quality of
the outcome depends not only on the value of £ but also on
the method used to generalize quasi-identifiers.
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In the work of Verdonck, De Boeck, Willocx, Lapon,
and Naessens [17], a hybrid anonymization pipeline is pro-
posed to improve the balance between privacy and data uti-
lity in ML scenarios. The authors emphasize that the practi-
cal value of an anonymized dataset should be assessed not
only by formally satisfying privacy requirements but also
by its suitability for subsequent machine learning tasks.
This aligns with the logic of the conducted study, in which
the quality of anonymization was evaluated not abstractly,
but through changes in performance metrics across several
classification models.

In the study by Arbelaez and Climent [2], a local search
approach for k-anonymity with minimized information loss
is proposed. The authors demonstrate that even within the
same privacy model, it is possible to significantly reduce
data loss compared to existing heuristics. The conducted re-
search shows that the observed degradation of metrics with
increasing k does not negate the feasibility of k-anonymity,
but rather indicates the need to select more effective
anonymization algorithms and generalization configurati-
ons that enable a better balance between privacy and classi-
fication quality.

In the article by Manocchio, Layeghy, Gwynne, and
Portmann [12], a configurable anonymization approach is
proposed that is explicitly oriented toward balancing pri-
vacy levels and data utility for machine learning. The aut-
hors demonstrate that anonymization should be treated as a
tunable tool rather than a single-step procedure with a fixed
outcome.

Thus, the discussion of the research results confirms the
relevance of conducting this study. The analyzed contem-
porary works are primarily focused either on improving
anonymization algorithms or on the general trade-off bet-
ween privacy and data utility, whereas the presented study
provides a quantitative evaluation of this trade-off within a
unified experimental framework for three widely used mac-
hine learning models and multiple levels of k-anonymity.
This made it possible not only to confirm the general trend
of decreasing model performance with increasing &, but al-
so to demonstrate the differential sensitivity of Logistic
Regression, Decision Tree, and Gradient Boosting to
anonymization, which constitutes a distinct contribution
compared to existing results.

So, based on the results of the work performed, it is pos-
sible to formulate the following scientific novelty and prac-
tical significance of the research results.

Scientific novelty of the research results — for the first ti-
me, a method for evaluating the differential sensitivity of
Logistic Regression, Decision Tree, and Gradient Boosting
classifiers to k-anonymity-based data transformations on
the Adult Income dataset has been developed by construc-
ting model-specific performance degradation curves for k €
{5, 10, 20}.

Practical significance of the research results — can be
applied when selecting anonymization parameters for pre-
paring datasets intended for machine learning tasks in pri-
vacy-sensitive environments such as healthcare, finance,
and public services, enabling practitioners to choose a k va-
lue that satisfies regulatory requirements while maintaining
acceptable predictive model performance.

Conclusions / BUCHOBOK

An assessment of the impact of data anonymisation has
been carried out based on the k-anonymity model on the

performance of machine learning models, the results of
which will provide a deeper understanding of how privacy-
preserving transformations influence predictive accuracy of
the model. Based on the results of the research the follo-
wing main conclusions can be drawn.

1. Investigated the impact of k-anonymity-based data
anonymization on the performance of machine learning
models using the Adult Income dataset, which confirmed
that increasing the anonymization parameter leads to infor-
mation loss affecting classification performance metrics.

2. Established that as the value of the parameter & increases, a
gradual decrease in predictive accuracy is observed, while
a more significant reduction occurs in recall and F1-score,
indicating a stronger influence of anonymization on the
ability of models to correctly identify positive instances.

3. Analyzed the sensitivity of different machine learning mo-
dels to anonymization, which showed that Decision Tree
demonstrates the highest sensitivity, Logistic Regression
exhibits more stable behavior, and Gradient Boosting pro-
vides higher robustness compared to other models.

4. Identified the trade-off between privacy protection and
analytical utility, where increasing the level of anonymiza-
tion enhances privacy by reducing the risk of re-identifica-
tion but leads to reduced predictive performance.

5. Determined that moderate levels of anonymization, particu-
larly k = 5, provide a reasonable balance between privacy
preservation and model effectiveness for practical machine
learning applications.

6. Established the practical applicability of the obtained re-
sults for supporting decision-making when preparing data-
sets for machine learning tasks in privacy-sensitive envi-
ronments, ensuring compliance with data protection requ-
irements while maintaining acceptable model performance.

7. Future research may focus on extending the analysis to ot-
her anonymization techniques, such as differential privacy,
as well as evaluating the impact of anonymization on diffe-
rent types of datasets and machine learning models. Additi-
onally, further investigation into methods that minimize in-
formation loss while maintaining strong privacy guarantees
remains an important direction for future work.
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Hayionanenuii ynisepcumem "Jlvsiscoka nonimexuixa”, m. Jlvgis, Yxpaina

BIVIMB K-AHOHIMHOCTI HA ITPOAYKTUBHICTb MO/IEJIE MAIIIMHHOTO
HABYAHHA: EMIIIPUYHE JOC/TIAKEHHA

LIBuake 3pocTaHHs UU(POBUX MaHUX | [IMPOKE BUKOPHCTAHHS METOIIB MAIIMHHOTO HABYAHHS MOJENEH MOCHIIHIH 3aHETo-
KOEHHSI [I0JI0 3aXUCTY MePCOHANbHOT iHpopMarlii. AHOHIMI3ALlis TAHUX ITUPOKO BUKOPUCTOBYETHCS AJIsI SMEHILICHHST PU3UKIB TX KOH-
(igeHIiHHOCTI HUISIXOM MepeTBOPEHHsT HAOOPiB JaHuX mnepen aHamizoMm. OIHAK, Taki MEPETBOPEHHSI MOXKYTh 3MEHIIUTHA KOPHCHICTH
JTAHUX 1 HEraTMBHO BIUIMHYTH HA TPOAYKTHUBHICTH MOJIEeH MAIIMHHOTO HaBuaHHs. [IpoaHasi3oBaHO BIUIMB aHOHIMI3allii JaHUX Ha
OCHOBI k-aHOHIMHOCTI Ha MPOAYKTHBHICTH mpolecy kiacudikamii JaHux 3 BUKOpUCTaHHsIM Habopy nanux Adult Income. ¥V mpomy
HA0OP1 mepcoHabHI AaHi OyJI0 MO3HAYEHO SIK KBa3iigeHTU]IKATOPH, aTpUOyTH SIKUX y3aralbHIOOTHCS Ta MPUTHIYYIOTHCS ISl TOCSIT-
HEHHsI Pi3HUX PiBHIB aHOHIMHOCTI k = {5, 10, 20}, a Moziei MAIIMHHOTO HABYAHHSI HABYAIOTHCS SIK Ha OPUTIHAIBHUX, TAK 1 HA aHOHI-
Mi30BaHuX Habopax maHux. [licast HAaBYAHHS MOJENI OI[HIOIOTHCS 3 BHKOPHCTAHHSM ITiIMHOXHUHHA OPHUTIHAIBHOTO HA0OpY MaHUX.
[IpoayKTHBHICTH KOXKHOT'O PiBHS k-aHOHIMHOCTI B €KCIIEpUMEHTI 0a3yeThCsi Ha accuracy, recall, precision ta F1-score. Excniepumen-
TabHI PE3y/IbTaTH JAEMOHCTPYIOTh, IO 301IBIICHHs PiBHS aHOHIMI3aI[il HPU3BOAUTH 10 MOCTYIIOBOIO 3HIKEHHS MPOTHOCTUYHOL
MPOIYKTUBHOCTI MOJENeil MAIIMHHOTO HABYAHHSI. MeTpHKa TOYHOCTI MPOTHO3YBaHHs Accuracy 3a3Ha€ TiTbKH MOMIPHOTO BILTHBY:
BOHO 3HMKYeThes B 0,828-0,84 Ha opurinansHoMy Habopi manux i 10 0,798-0,81 — Ha CHIBHO aHOHIMI30BaHUX MaHHX. [CTOTHIiII
3MiHH criocTepirarotheest st metTpuk recall Ta Fl-score: 3 0,586-0,626 Ha opurinansaomy Habopi gauux mo 0,435-0,555 — Ha cunbHO
aHOHIMi30BaHMX AaHuX. LI 3MiHM BKa3yrOTh Ha BTpaTy 3AaTHOCTI MOJEJel MPABUILHO iMeHTH(IKYBATH MO3UTHBHI MPHUKIAIHN, 10
MOTipIIye IPOAYKTUBHICTH 1 HamilHiCTh Mozieli. BogHouac, moMipHi piBHI aHOHIMI3aI1, y aiana3oHi k£ = 5-10, 3a0e3ne4yioTh po3ym-
HU GanaHc MK KOHQIISHIIHHICTIO TaHUX 1 aHATITHYHOIO iX KopucHicTio. OTprMaHi pe3yabTaTy MiATBePHKYIOTh iICHYBAHHS KOM-
MPOMICY MK 30epeKEeHHIM KOH(DIACHIINHOCTI JaHUX Ta MPOAYKTUBHICTIO MOJIENIEH 1 BKa3yIOTh Ha BAYKIUBICTh BUOOPY BiIMOBIAHIX
napaMeTpiB iX aHOHIMI3aIlil y mpolecax MAlIMHHOTO HaBYaHHs. 3'SICOBAHO, ACSIKI MOIEN MAIIMHHOTrO HaB4aHHs, Taki sik Gradient
Boosting, mpoieMOHCTpYBay Kpalily [POIyKTHBHICTh Ha AHOHIMI30BaHUX JAHUX MOPIBHSHO 3 IHIIMMH, 10 MOXE JIOMOMOI'TH 00pa-
TH Bi/IIIOBIIHUI JITOPUTM JJIsl KOHKPETHOTO PiBHS aHOHIMI3allii TaHUX.

Kutio4oBi ciioBa: aHOHIMI3AIS JaHKX; TPOAYKTUBHICTH MOJIENICi MAIIMHHOIO HABYAHHST; 30epexeHHs KOH(1ISHIITHOCTI JaHuX;
KOPHCHICTh JaHKX; HAOIp JAHUX MPO JOXif JOPOCIOrO HACEICHHSL.
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