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OPTIMIZATION OF MACHINE LEARNING MODEL TRAINING PROCEDURE ON MULTI-GPU
SYSTEMS TO ENHANCE CYBER SECURITY IN TELECOMMUNICATION NETWORKS

This paper analyzes the optimization features of machine learning (ML) model training procedures using multi-GPU systems to
enhance cyber security in telecommunication networks. A key aspect of the study is the use of data parallelism, which allows the
distribution of the training load across multiple GPUs, significantly reducing training time and improving model accuracy-critical
factors for rapid threat detection in cyberspace. A novel approach for optimizing data batch size using Mutual Information (MI) is
proposed, which harmonizes the utilization of computational resources with the information content of the training data. MI helps to
determine the optimal data batch size that minimizes training errors and improves model accuracy without a significant increase in
training time. Experimental results demonstrate the substantial advantages of multi-GPU configurations compared to single-GPU se-
tups, providing faster training and improved model accuracy. It was particularly emphasized that MI-guided batch size tuning signifi-
cantly outperforms traditional manual tuning methods, ensuring higher validation accuracy and reducing training time. The study
showed that the MI-based approach is an effective tool for addressing the problem of optimizing ML model training processes in re-
al-world scenarios where cyber security is critical. The proposed methods allow ML models to train faster and more accurately iden-
tify potential threats, making them particularly relevant for telecommunication networks where a rapid response to new threats in real
time is required. The implementation of modern computational technologies such as multi-GPU systems and MI-optimized training
enhances the efficiency and accuracy of machine learning models. This, in turn, improves cyber security measures and ensures a mo-
re reliable defence of telecommunication networks against malicious attacks. It is noted that the proposed approaches can be adapted
not only for cyber security but also for other areas where high model accuracy and fast training are important. Future research pros-
pects include the development of new machine learning methods, particularly deep neural networks, the exploration of alternative
computational architectures such as quantum computing or distributed systems, and their integration into real-time systems. Special
attention should be paid to the ethical aspects of implementing automated cyber security systems, particularly in preventing bias in
algorithms and ensuring fairness in their application.

Keywords: parallel processing; training procedure optimization; cyber threat detection; machine learning in cyber security; mut-
ual information.

cyber threats, there is an urgent need for more robust cyber
security solutions. ML models offer dynamic capabilities
for detecting threats and responding in real time, but their
development and deployment face significant computati-
onal challenges. In particular, multi-GPU configurations of-
fer an avenue to optimize ML training, improving both effi-
ciency and accuracy [14, 16, 17]. This research is thus cru-
cial in advancing the state of the art in cyber security within
telecommunication networks, where the stakes of a suc-
cessful defense are high.

Scientific Context: the rapid expansion of cyber threats
in telecommunication networks necessitates the exploration
of advanced ML techniques to ensure these networks' secu-
rity. While numerous studies have explored the use of ML
in various cyber security domains, multi-GPU setups repre-
sent an underexplored field with great potential to enhance
the speed and precision of ML training [5, 21]. Given that

Introduction / Bctyn

In the realm of telecommunication networks, cyber se-
curity stands as a critical defense against the rising wave of
digital threats that have increased both in complexity and
volume. The advent of the digital age has introduced new
connectivity paradigms, creating a landscape where cyber-
attacks target the very core of communication infrastructu-
res. These attacks disrupt services, endanger data integrity,
and violate privacy, making the protection of telecommuni-
cation networks a paramount concern for the modern world
[3, 9]. Against this backdrop, the application of machine le-
arning (ML) has emerged as a promising solution. Specifi-
cally, ML techniques, such as image recognition, present
novel ways to detect and mitigate sophisticated cyber thre-
ats, many of which cannot be effectively addressed by tra-
ditional security measures [10, 18, 19].

Relevance of Research: with the rapid evolution of
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traditional, single-device training methods are often insuffi-
cient to handle the computational demands of modern ML
algorithms, parallel processing through multiple GPUs pro-
vides an innovative way to address these shortcomings.

Scope and hypotheses: this research explores the hypot-
hesis that multi-GPU setups can significantly reduce the ti-
me required to train machine learning models while impro-
ving their accuracy, particularly when MI-based batch size
optimization is applied.

This article is structured to guide the reader through the
scientific context and research process. Following this
introduction, we present a comprehensive literature review,
outlining existing research on the application of ML in
cyber security and the use of multi-GPU setups for training.
The subsequent methodology section details the experimen-
tal design, data collection, model training processes, and
evaluation metrics used in this study. We then report our
experimental results, comparing the performance of single-
GPU and multi-GPU setups, with a focus on batch size op-
timization. Finally, we conclude by summarizing the key
findings and their significance for future developments in
cyber security ML models.

In conclusion, this research aims to deepen the un-
derstanding of how multi-GPU setups can enhance ML ca-
pabilities in the realm of cyber security. By building on pri-
or research and foundational work in the field, this study
contributes to the development of more efficient and resili-
ent cyber security measures. The insights gained from the
use of multi-GPU configurations, particularly in conjuncti-
on with batch size optimization strategies such as Mutual
Information (MI), demonstrate their potential to protect te-
lecommunication networks from an ever-evolving spectrum
of cyber threats [4, 7, 11]. These advanced computational
techniques enable more accurate and faster threat detection,
a critical need in today's cyber security landscape [6, 8].

Object of research — the training of machine learning
models designed for cyber security applications.

Subject of research — is the architecture of multi-GPU
training and its effect on optimizing ML models, particu-
larly through batch size determination and parallel data pro-
cessing. This approach offers the opportunity to harness the
full computational power of multiple GPUs, which will al-
low models to learn more efficiently, scale better with lar-
ger datasets, and deliver superior performance in real-time
cyber security applications.

The purpose of the work — is to explore how multi-GPU
setups can optimize the machine learning training process,
leading to improved efficiency and accuracy for models
used in cyber security. By achieving these improvements,
telecommunication networks can better safeguard themsel-
ves from modern cyber threats, ensuring more robust and
agile defense systems.

To achieve this purpose, the following main research
objectives are identified:

1. Investigate the advantages of multi-GPU setups over
single-GPU setups for ML model training, which will
enable faster and more efficient training processes, ultima-
tely allowing models to process larger datasets in less time.
This improvement is crucial for maintaining up-to-date de-
fenses against rapidly evolving cyber threats.

2. Examine the role of batch size optimization and the appli-
cation of Mutual Information (MI) in determining optimal
batch sizes, which will provide an opportunity to enhance
model training by ensuring that batch sizes are selected in a
way that maximizes learning efficiency while minimizing

computational waste. The ability to fine-tune this parame-
ter will result in more precise models with less time spent
in training.

3. Evaluate the efficacy of manual versus MI-determined
batch sizes in improving training speed and accuracy,
which will ensure that the most effective batch sizing stra-
tegy is employed, thereby improving both the speed of tra-
ining and the resulting model's ability to generalize well to
unseen data. This, in turn, will help telecommunication net-
works respond more accurately and promptly to cyber-at-
tacks.

4. Analyze the implications of multi-GPU training for real-ti-
me cyber security systems, which will help identify how
these advancements can be practically implemented to
improve the speed and reliability of cyber security frame-
works. Integrating multi-GPU configurations will enhance
the adaptability and robustness of these systems.

5. Provide recommendations for the future development of
more resilient ML models in telecommunication networks,
which will lead to improved defense strategies capable of
addressing increasingly sophisticated cyber threats. By in-
corporating lessons learned from this research, future mo-
dels can be designed to be even more efficient, scalable,
and responsive.

Analysis of recent research and publications. The fi-
eld of cyber security has undergone significant transforma-
tion due to the integration of machine learning (ML)
technologies. ML has revolutionized threat detection, ano-
maly identification, and automated response systems, ma-
king cyber security frameworks more adaptive and dyna-
mic. Unlike traditional rule-based systems that are inflexib-
le and reactive, ML offers a system that continuously learns
from data and adapts to evolving threats, enhancing the ro-
bustness of security measures.

Several recent studies have explored the applications of
ML in cyber security. The authors of the study [1] provided
an extensive review of machine learning techniques and
their role in mitigating cyber security threats, emphasizing
that the adaptability of ML systems allows for better threat
detection and mitigation strategies. ML's ability to generali-
ze across diverse threat landscapes is what gives it an edge
over conventional approaches. Similarly, researchers [19]
explored the role of ML in cyber security data science, po-
inting out that machine learning models can dynamically
adapt to new forms of cyber-attacks and improve detection
rates in real-time scenarios.

The practical applications of ML in cyber security are
numerous, and one of the most significant is image recogni-
tion. Image recognition is increasingly being used to detect
phishing attacks, where malicious actors use misleading
images or icons to trick users into compromising sensitive
information. It has been shown [18] that small and medium
enterprises, in particular, have benefited from adopting ML-
based image recognition systems to detect these sophistica-
ted attacks. Additionally, the ImageNet Object Localization
Challenge, a benchmark in image classification, has de-
monstrated how machine learning can drastically reduce
image recognition errors, making it an essential tool for
cyber security applications [10].

While the benefits of ML in cyber security are well-do-
cumented, the computational demands of training these mo-
dels, particularly in image recognition, are substantial. The
introduction of parallel processing, which has evolved to
include multi-GPU setups, allows several GPUs to work
concurrently, thus expediting the training process [16].
Multi-GPU systems effectively distribute computational
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workloads across several devices, accelerating training ti-
mes while improving performance [14].

It has also demonstrated that GPU-accelerated machine
learning inference is crucial for real-time applications. In
cyber security, where threats evolve rapidly, reducing tra-
ining times without sacrificing model accuracy is critical.
Multi-GPU setups offer a solution by providing near-linear
scaling in performance, which is crucial for real-time secu-
rity applications [21].

Despite the advantages of multi-GPU setups, a key chal-
lenge remains in optimizing batch sizes during training.
Batch size optimization plays a critical role in determining
the speed and quality of training. Larger batch sizes, as
explored by Bharadiya (2023), often result in faster training
but may compromise the model's ability to generalize, le-
ading to lower validation accuracy. On the other hand,
smaller batch sizes can improve accuracy but significantly
prolong the training process [4].

Mutual Information (MI) has recently emerged as a pro-
mising technique for addressing this challenge. Research
[20] explored the use of MI to enhance the training process
in machine learning models for cyber security applications.
MI quantifies the shared information between training data
and model predictions, offering a more principled approach
to selecting batch sizes. However, despite its promise, the
use of MI in batch size optimization remains underexplo-
red, particularly in the context of multi-GPU environments.

The scientific literature provides a solid foundation for
understanding the computational benefits of multi-GPU se-
tups in ML model training. However, critical gaps remain,
particularly concerning batch size optimization. While other
studies [11] have explored multi-GPU setups, batch size op-
timization has often been overlooked in the broader context
of real-time cyber security applications.

Additionally, the integration of MI into batch size opti-
mization has been explored only minimally. A recent study
[3] highlighted the potential of MI for improving the accu-
racy of ML models, but their research did not fully delve
into its applicability in multi-GPU setups. Addressing these
gaps could lead to more efficient and accurate models, sig-
nificantly enhancing cyber security defenses.

In conclusion, while significant progress has been made
in the use of ML for cyber security, particularly in image
recognition and multi-GPU training setups, important rese-
arch gaps remain. The lack of focus on batch size optimiza-
tion and MI integration in multi-GPU environments repre-
sents an area where further investigation is needed. By
addressing these gaps, this research aims to contribute to
the development of more efficient, real-time cyber security
solutions that are capable of handling the rapidly evolving
threat landscape.

Materials and methods of research. This study is
structured as a comparative analysis aimed at evaluating the
performance differences between machine learning (ML)
models trained on single-GPU and multi-GPU setups. The
research specifically focuses on the impact of batch size de-
termination strategies — manual tuning and optimization via
Mutual Information (MI) — on training efficiency and vali-
dation accuracy. The goal is to identify the setup and stra-
tegy that not only enhance model training speed but also
optimize model accuracy on unseen data.

A variety of GPU configurations were explored, ranging
from single-GPU systems to complex multi-GPU architec-
tures. This diversity allows for a detailed examination of

how parallel processing influences the time required for
model training and the resulting accuracy of the models.

The primary criteria for evaluating model performance
were validation accuracy and training time. Validation ac-
curacy ensures that the model generalizes well to new, un-
seen data, while training time assesses the efficiency of the
training process. These metrics were chosen to balance the
need for high-performing models with the practical constra-
ints of computational resources.

The study utilized datasets compiled from publicly ava-
ilable cyber security threat data. This data included a wide
range of cyber threats, aiming to provide a robust dataset
for comprehensive model training and validation [1, 10].

Prior to training, the data underwent standard preproces-
sing steps such as normalization and feature scaling. Data
augmentation techniques were also applied to increase the
dataset's diversity and volume, thereby enhancing model re-
silience against overfitting and improving its ability to ge-
neralize [19].

The research deployed various ML models, with a focus
on those demonstrating high efficacy in similar cyber secu-
rity tasks. The selection included, but was not limited to,
convolutional neural networks (CNNs) and recurrent neural
networks (RNNs), tailored to the specific characteristics of
the cyber security data being analyzed [13, 16].

The training process highlighted two approaches to
batch size determination [22]:

1. Manual Tuning: Batch sizes were initially set based on con-
ventional practices and iteratively adjusted based on obser-
ved training performance and validation accuracy.

2. MI-Determined Batch Sizes: An innovative method was
introduced wherein batch sizes were optimized based on
the calculation of Mutual Information (MI) between tra-
ining data batches, with a novel focus on maximizing vali-
dation accuracy and minimizing training time. The optimi-
zation aimed to find a batch size that balanced the trade-off
between efficient training and high model accuracy on the
validation set [7, 17].

The optimization goal was adjusted to consider both va-
lidation accuracy and training time, formulated as [14]:
[max] _(batch size) Validation Accurance — a % Training Time
where « is a regularization parameter that balances the two
objectives.

Model performance was assessed using validation accu-
racy and training time as primary metrics. Additional met-
rics included precision, recall, and F1 score to provide a
comprehensive evaluation of model effectiveness in cyber
security threat detection and classification [21].

This revised methodology ensures that the selection of
the optimal batch size is directly aligned with practical out-
comes, emphasizing not only the efficiency of the training
process but also the effectiveness of the models in real-
world cyber security applications.

Research results and their discussion /
Pe3y/ibTaTH AOC/IiA)KEeHHs Ta iX 06rOBOPEeHHS

Results. Our experimentation focused on comparing the
effectiveness of single-device and multi-device training se-
tups, with a particular emphasis on batch size optimization
using Mutual Information (MI). The results from our tests
are presented through a series of visual representations (Fig.
2-7) and comparative analyses.

Single-device Training. Setup and Execution: The
single-device training served as our baseline, utilizing
1,024,977 images for training and 256,190 images for vali-
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dation. The MobileNetV2 architecture was employed, run-
ning on a single GPU.

Results and Analysis: As shown in Figure 1, the tra-
ining process on a single GPU exhibited a steep increase in
training accuracy, but the validation accuracy plateaued
early, indicating potential overfitting. The training loss dec-
reased over time, while validation loss increased slightly,

further reinforcing overfitting concerns. The training time
totaled 106,878.89 seconds, a considerable duration compa-
red to multi-device setups.

Multi-device Training with Manual Batch Sizing. Setup
and Execution: Next, we shifted to multi-GPU training with
manual batch size tuning. Different batch sizes were tested
to analyze their impact on training efficiency and accuracy.
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Figure 1. Training and validation accuracy and loss over epochs for single-device training / TouHiCTh TpeHyBaHHS Ta BaiJalii i BTpaTn
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Figure 2. Training and validation accuracy and loss over epochs with manual batch sizing on multi-device setup / TOuHiCTh TpeHYBaHHS Ta
Bautiianii i BTpaTy BIPOJOBXK M0X 3 PyYHUM BCTAHOBJICHHSIM PO3MIipy TTaKeTy Ha 0araTonprCcTpoeBiil KOH(Iryparrii
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Figure 3. Training and validation accuracy and loss over epochs with manual batch sizing (Batch Size = 16) on multi-device setup / Tou-
HICTb TPEHYBaHHS Ta BasIiamil i BTPATH BIIPOJOBXK €II0X 3 PyYHUM BCTAaHOBJIEHHSIM po3Mipy makeTy (Po3wmip makery = 16) Ha 6araron-

PHCTpOEBIl KOHDIryparii

Results and Analysis: The results shown in Figure 2 in-
dicate that larger batch sizes reduced training time but at
the cost of lower validation accuracy. These findings sug-
gest a trade-off between speed and performance, commonly
observed in batch size optimization.

Multi-device Training with MI-determined Batch Si-
zes. MI Optimization Approach: The MI-guided batch si-
zing aimed to optimize both training efficiency and model
accuracy. MI was employed to determine batch sizes that
balance computational load and model performance, hypot-
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hesized to yield superior outcomes compared to manual
batch sizing.

Results and Analysis:

Batch Size = 16: as depicted in Figure 3, the MI-deter-
mined batch size of 16 produced a balance between training
and validation accuracy. However, the training time was
longer compared to larger batch sizes.

Batch Size = 32: figure 4 shows that increasing the
batch size to 32 led to faster training times while mainta-
ining reasonable accuracy. This configuration displayed
better performance compared to the single-device baseline.

Batch Size = 64: the optimal performance was observed
with a batch size of 64. As Figure 5 illustrates, this batch si-
ze provided the highest validation accuracy of 59.34 % and
a significant reduction in training time to 45,392.73 se-
conds.

Batch Size = 128: Further increasing the batch size to
128 resulted in diminished returns, as seen in Figure 6. The
validation accuracy dropped, confirming that excessively
large batch sizes negatively impact performance, despite re-
ducing training time.
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Figure 4. Training dynamics depicting accuracy and loss for a multi-GPU setup using manual batch sizing (Batch Size = 32) / Iunamika
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Figure 5. Optimization results of training with a batch size of 64 on a multi-GPU setup, showcasing the effectiveness of MI-determined
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Figure 6. Impact on training performance using a large batch size of 128 in a multi-GPU environment / Brumis Ha npogyKTHBHICTE TPEHY-

BaHHS 3 BEJIMKUM po3mipom nakety 128 y 6araro-GPU-cepenoumii
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The final results confirm that MI optimization effecti-
vely balances training efficiency and model accuracy, ma-
king it a practical approach for machine learning model tra-
ining in cyber security. The best performance was achieved
with a batch size of 64, highlighting the critical role of stra-
tegic batch size optimization in multi-GPU environments.

Comparative analysis of research results. The Multi-
GPU Neural Network Configuration, shown in Fig. 7, il-

lustrates how data parallelism works when employing mul-
tiple GPUs. Each GPU handles different batches of the da-
taset (Batch Set 0 and Batch Set 1) simultaneously, optimi-
zing the training process by distributing the computational
load. This parallelism enables faster training times and
improved overall performance, which is critical for real-ti-
me cyber security environments that demand swift model
deployment.

Data Paraleism

Output layer

't

Output layer

ML Systom

Figure 7. Multi-GPU Neural Network Configuration illustrating data parallelism, where two GPUs handle different batches of the dataset si-
multaneously to improve training efficiency and performance / Kongirypariist HelpoHHOT Mepexi 3 IeKiTbkoMa rpadpiyHUMH IPOIecopa-
MH, 110 UTFOCTPYE Mapasielti3M JaHuX, KOJHU JiBa TpadiuHi MPOIeCOpH OTHOYACHO OOPOOIISIOTh Pi3HI MAPTii TAHUX VIS ITiABUILICHHS

e(EKTUBHOCTI HABYAHHS Ta MPOYKTHBHOCTI

This technique of data parallelism, as depicted in Fig. 7,
demonstrates how multiple GPUs can work concurrently to
process different parts of a dataset. By allowing GPUs to
work in parallel, we can significantly reduce training times
and ensure that models are deployed more efficiently in
cyber security environments where real-time responsive-
ness is essential.

Batch size optimization plays a crucial role in determi-
ning both the training time and accuracy of machine lear-
ning models. Larger batch sizes often lead to faster training
times but can result in lower model accuracy, as they tend
to dilute the information in each training iteration. Conver-
sely, smaller batch sizes, while more precise, often require
significantly longer training times. Our study explored the
trade-offs between these two approaches, emphasizing the
role of Mutual Information (MI) in optimizing batch sizes.

The MI-guided approach introduced a more nuanced
optimization strategy. MI quantifies the predictive power of
each batch, ensuring that every iteration is informational
dense. By adjusting the batch size based on MI, our metho-
dology succeeded in optimizing both training speed and ac-
curacy, as demonstrated by the performance with batch size
64 [8, 20].

This process is mathematically represented by the prin-
ciple that the estimation error is inversely proportional to
the square root of the batch size, as shown in the following
formula:

batchsize e ———— 1)

Jbatchsize

This relationship suggests that there exists an optimal
batch size that minimizes the error without causing signifi-
cant computational overhead, striking a balance between
the speed of convergence and model precision. As depicted
in Fig. 4 and 6, increasing the batch size up to 64 signifi-
cantly improved validation accuracy while reducing tra-
ining time.

Mutual Information (MI) has emerged as a pivotal fac-
tor in enhancing the training process. By employing MI to
determine batch sizes, our methodology aligns the training
process more closely with the intrinsic data structure. MI
effectively quantifies the shared information between the
input data (X) and the target variables (Y), ensuring that
each batch is informational dense. The mathematical for-
mulation of MI is expressed as:

p(x, y)
1(X:Y) = Yog ey ’
(K5¥) = e yey POOYIoB S0 .
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This formula quantifies the amount of shared informati-
on between the input X and the output Y, guiding the opti-
mization process to select batch sizes that are neither too
small to cause noisy updates nor too large to dilute the in-
formational content of each iteration.

By aligning the batch size with the data structure's mut-
ual information, our approach ensures that the training pro-
cess remains efficient while maximizing model accuracy.

Discussion of research results. This study's comparati-
ve analysis highlights key advancements in machine lear-
ning model training for cyber security applications, particu-
larly in terms of efficiency and accuracy. We specifically
analyzed the impact of single-device versus multi-device
training setups, along with the effectiveness of batch size
optimization using Mutual Information (MI).

The experiments clearly show that multi-device training
setups outperform their single-device counterparts. As de-
picted in Fig. 2, 4, and 5, multi-GPU setups resulted in a
more rapid descent in loss metrics and an accelerated incre-
ase in accuracy over fewer epochs. This improvement can
be attributed to the reduction in time complexity offered by
parallel processing. Multi-GPU training scales efficiently
with the number of devices, providing near-linear gains in
performance [11, 21].

The optimization of batch size played a crucial role in
maximizing the computational benefits of multi-device se-
tups. As previous studies in distributed computing suggest,
optimizing the batch size improves both training efficiency
and resource utilization [2, 8, 17]. The MI-determined batch
sizes utilized in our study validate this claim, as they mana-
ged to balance the computational load while maintaining or
enhancing model accuracy.

While larger batch sizes significantly reduced training
times, they also introduced challenges. As shown in Fig. 6,
increasing the batch size to 128 diminished validation accu-
racy, reaffirming that overly large batch sizes can dilute the
informational content of each iteration, leading to sub-opti-
mal model updates [3, 4]. This aligns with existing literatu-
re, which highlights the trade-off between batch size and
model generalization capabilities [7, 20].

So, based on the results of the work performed, it is pos-
sible to formulate the following scientific novelty and prac-
tical significance of the research results.

Scientific novelty of the obtained research results — de-
veloped an advanced methodology for optimizing batch si-
zes in multi-GPU machine learning environments, using
Mutual Information (MI) as a guiding metric, which balan-
ces computational efficiency and data structure alignment,
ensuring enhanced training performance and improved mo-
del accuracy for real-time cyber security applications in te-
lecommunication networks.

Practical significance of the research results — are
applied in the development of more efficient machine lear-
ning models for cyber security in telecommunication net-
works, where rapid threat detection and adaptation are cru-
cial. The Ml-based batch size optimization strategy is
implemented to significantly reduce model training time
while maintaining or improving validation accuracy, ensu-
ring that these models can be more effectively deployed in
real-time cyber security applications. Additionally, the pro-
posed method can be adapted and applied to other domains,
such as the Internet of Things (IoT) and autonomous
systems, where computational efficiency and model precisi-

on are equally important. The research findings provide a
foundation for further advancements in multi-GPU archi-
tectures, with practical implications for industries requiring
scalable, high-performance machine learning solutions.

Conclusions / BUCHOBKH

Peculiarities of setting up multi-GPUs have been studi-
ed in terms of the possibility of optimizing the process of
machine learning training process, leading to improved effi-
ciency and accuracy for models used in cyber security. By
achieving these improvements, telecommunication net-
works can better safeguard themselves from modern cyber
threats, ensuring more robust and agile defense systems.
Based on the results of the research the following main
conclusions can be drawn.

1. Established that multi-GPU configurations significantly en-
hance the training efficiency and accuracy of ML models,
particularly for real-time cyber security tasks in telecom-
munication networks.

2. Developed an advanced MI-guided approach for optimizing
batch sizes, which improves both computational efficiency
and model accuracy, outperforming traditional manual tu-
ning methods in large-scale datasets.

3. Found that the use of MI-based batch size optimization ac-
hieves a better balance between training speed and model
accuracy, particularly with a batch size of 64, which pro-
ved optimal in reducing training time while maintaining
high validation accuracy.

4. Investigated the trade-off between batch size and model
performance, confirming that excessively large batch sizes
(e.g., 128) reduce validation accuracy, whereas MI-optimi-
zed sizes mitigate such performance degradation.

5. Presented experimental evidence showing that multi-GPU
setups, when combined with MI-based batch size optimiza-
tion, enable faster model training, which is critical for the
rapid deployment of cyber security solutions.

6. Analysed the impact of MI-guided optimization on redu-
cing the risk of overfitting, which is essential for impro-
ving the generalization capabilities of ML models in detec-
ting cyber security threats.

7. Introduced the concept of applying MI-driven optimization
strategies to real-time cyber security frameworks, provi-
ding a more agile and effective defence mechanism against
evolving cyber threats.

8. Suggested future research into expanding the application of
MI-based optimization in other domains such as the Inter-
net of Things (IoT) and autonomous systems, where com-
putational efficiency and accuracy are equally critical.

9. Applied this methodology to address the specific computa-
tional challenges in telecommunication network security,
resulting in a scalable approach that enhances the overall
cyber security posture.

10. Proposed further exploration of MI refinement techniques,
distributed computing, and quantum ML as potential aven-
ues for advancing the effectiveness of ML models in cyber-
security.
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Hayionanenuii ynisepcumem "Jlvgiecoka nonimexuika", m. Jlveis, Yxpaina

ONTUMIBALIA MPOLEAYPU MAITMHHOTO HABYAHHA MOJEJII HA BATATOINIPOLECOPHUX

YCTAHOBKAX /I/I1 IOCUJIEHHSA KIBEPBE3INEKH B TEJIEKOMYHIKALITMHUX MEPEXKAX

TpoanasizoBaHo 0COBIMBOCTI OMTHMI3aLIii Mporeaypru MamMHHOTO HaByauHs ML (anrin. Machine Learning) mozeneii i3 BUKO-
PHUCTaHHSAM OaraTonporecopHux rpadidanx ycranoBok (multi-GPU) mst mixBummeHHs kibepOesnekn B TeNeKOMYyHIKaIlIHHUX Mepe-
xax. OJHUM i3 KIIIOUOBHX aCIICKTiB TOCIIDKCHHS CTalIO0 BUKOPUCTAHHS IapajielibHOro 00poOIICHHS JaHuX, SIKE Ja€ 3MOTy PO3IO[Ii-
JIUTH HaBYaJIbHE HAaBAaHTAXKEHHS MK KUIbKOMa rpadidHUMHU IPOIecOpaMH, [0 3HAYHO CKOPOUYE TPUBAIICTH HABUYAHHS Ta ITiJBHIILY€
TOYHICTH MOJIeJIeH, III0 0COOJIMBO BYKIIMBO JUISI IIBUJIKOTO BHSIBJICHHS 3arpo3 y KibeprpocTopi. 3arporoHoBaHO HOBUIT MiIXid 10 OI1-
TUMi3alil po3mMipy mapriii manux (anri. batch size) 3a gomomororo B3aemuoi iHdopmanii MI (aurn. Mutual Information), mo mae
3MOT'y FapMOHI3yBaTH BUKOPUCTAHHSI OOUUCIIIOBAILHHUX PecypciB i iH(OpMalifHOrO BMICTy HaBYAIbHHX JaHUX. Bukopucranus MI
JIOTIOMAra€e BU3HAYaTH ONTHMAIBHUN pO3Mip MapTiil JaHUX, SIKHA MiHIMI3y€ MOXHOKHM HaBYaHHS Ta IMiJBHIIYE TOYHICTH MOJeli 0e3
3HAYHOTO 301JIbIICHHS Yacy Ha HaBYaHHs. bararomporiecopHi koH}iryparii, sk moKa3aiu pe3yibTaTH eKCIIEPUMEHTIB, IeMOHCTPY-
IOTb ICTOTHI IepeBary MOPiBHSHO 3 OJJHOIPOIICCOPHUMH yCTaHOBKAaMHU, 3a0€3IICUy0UH [IBH/IIIC HABYAHHS Ta ITOKPAILCH] MOKa3HUKH
To4HoCcTi Mozeneld. OcoOnruBO HarosoueHo, 1o MI-kepoBaHe HaNAIITYBaHHS PO3MIipy MapTiii JaHWX 3HAYHO IMEPEBEPIIy€E TPaju-
LiifHI METOM PYYHOTO HaJAIITYBaHHS, 3a0e3Medyiour OUTBII BUCOKY TOYHICTH Basifallii Ta 3MEHIIYIOYM TPHBAIICTh HAaBYaHHI. 3a
pe3yJibTaTaMy JTOCHIKeHHs 3'5ICOBAaHO, IO MiAXiJ Ha IMiJcTaBi B3a€MHOI iH(popMalii € eeKTUBHUM IHCTPYMEHTOM JUISl BUPIIICHHS
npobieMu onTUMI3alli nmporecy HaB4aHHs Mojeneil ML y peanbHux creHapisx, ae kibepOesneka € KpUTHIHUM eJIeMEHTOM. 3ampo-
MOHOBaHI METOM JaroTh 3Mory ML Mozensm By HaBYATHCS Ta TOYHIIIE iAeHTU(IKYBaTH MOTEHLIITHI 3arpo3y, 10 PoOHUTH iX
0CcO0MHMBO aKTyaTbHUMH AJIS TEJICKOMYHIKAiHHIX MEpEK, Ae HeOOXiTHA MBUAKA PEaKilis Ha HOBI 3arpO3H B PEXKUMI PEaIbHOTO Ya-
Cy. 3anpoBaKEHHS Cy4aCHUX O0OYHCIIOBAIbHAX TEXHOJIOTIH, TAaKUX SIK OaraTonpouecopHi rpadivdi ycraHoBkU Ta MI-onTumizoBane
HaBYaHHS, MiBUIIYE e(heKTUBHICTH 1 TOYHICTH MOJENEl MAaIIMHHOTO HaBYaHHA. Lle mae 3Mory MominmuTH 3axoau 3 KibepOesmeku i
rapaHTye HaAIMHIMNE 3aXUCT TeTeKOMYHIKalifHUX MepesX Bij 3JI0BMHCHHX aTak. 3a3HAu€HO, IO 3aMpPONOHOBAHI MiIXOIH MOXKYTh
OyTH aanToBaHI HE TIIBKH JUIs KiOepOe3neKku, a i UTs IHIINX rajly3eid, 1e BaXIJIMBa BHCOKA TOYHICTh MOJICIICH 1 IIBUIKEC HABUYAHHS.
[lepcrieKTrBY MOJATBIIMX JOCHIIKEHb OXOILTIOIOTh PO3BUTOK HOBHX METOJIIB MAaIIMHHOTO HaBYaHH, 30KpeMa ITTMOMHHUX HEHPOH-
HHUX MepeK, TOCII/DKSHHS IHIINX albTePHATHBHHUX OOYMCIIOBAIBHUX apXITEKTYp, TAKUX SIK KBAHTOBI OOYHMCIICHHS UM PO3MOLIEHI
CHCTEeMH, a TaKOXK IX iHTerpailis B peaibHi CHCTEMH y pexuMi peanbHoro yacy. OkpeMy yBary IOLIJIbHO NPUIUTUTH €THYHAM acTieK-
TaM 3aCTOCYBaHHs aBTOMAaTH30BaHMX CUCTeM KibepOe3reku, 30Kpema, 11010 YHUKHEHHsI YIepeDKEHOCT] B allrOpUTMax Ta 3adesme-
YEeHHS PIBHOMPABHOCTI I 9ac IX BUKOPUCTAHHS.

KurouoBi ciioBa: mapanensHe o0poOIeHHs; ONTHMI3aIlisl TPOLEAypH HAaBUYAHHS; BUSBICHHS KiOep3arpo3; MallMHHE HABYAHHS B
kibepOesmeni; B3aeMHa iH(pOpMAIIis.
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